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 Opportunity – can I do this without getting 
caught? 

 

 Pressure – financial or other? I NEED to go to 
Disney World.  

 

 Rationalization –I didn’t get the raise I 
deserved.  Everyone else is doing it. 

 



Royal Asante Presidential Suite, Disney’s 
Animal Kingdom ($2,300/Night) 

If you have never heard of the Animal Kingdom, it truly is a sight to behold. Behind 
the hotel is a complete Savannah that has wild animals from the country of Africa. 
If you’ve ever wanted to see a Giraffe from your hotel room without leaving 
America, then the Animal Kingdom might be your only choice.  

The Royal Asante Presidential Suite has room for eight people and offers the best 
view of the animals. It’s going to cost up to $2,300 per night for your own private 
view of these great creatures, which is about $2,290 more than a trip to the zoo. 
 



‣ NEED to watch the savannah at night with 
night vision goggles. 
 

‣ NEED the meal plan – the Platinum Plan, 
with 3 meals per day PLUS a refillable mug. 
 

‣ NEED the private fireworks cruise. 



 Everyone has their limit (car break-ins, 
Southeastern MA). 





* Folklore attributes this quote 
to bank robber Willie Sutton, 
who, according to Snopes, 
denied ever saying this. 

 



 Less risk of personal injury (vs. robbery). 
 
 Chance of greater reward. 
 
 Lower perceived chance of getting caught. 
 
 More challenging. 
 
 Also the opportunity to defraud specific 

members. 
 



 Employees, from the newest teller to the most 
experienced and/or longest-tenured executives. 

 
 Members. 
 
 Organized Crime. 
 
 Terrorist groups. 
 
 Some teenager thousands of miles away. 
 
 Your next door neighbor. 

 



 According to Credit Union Times, 75% of 
recent losses were committed by CU 
employees, namely CEOs, managers, loan 
officers, and tellers. 

 

 As a general rule, the higher in the 
organization the fraudster’s position, the 
greater the loss to the credit union. 

 



 

 

 

FEAR 









 Fraud: Fraud by Contractor 
 

 Utah-based contractor used access provided to him as a contractor to 
transfer funds from CU G/L accounts, including interest income, transfer 
funds to his personal and business accounts, using falsified trace 
numbers, and then delete evidence of his access.  This fraud was only 
identified after the contractor’s business partner identified unusual 
transactions thought the business’ accounts. 

 
 What is it?:  Trusted individual is given legitimate access, and then 

abuses it. 
 
 How to detect it: Reconcile accounts on a regular basis (daily??).  Analyze 

expected balances vs. actual balances.  Review for unusual or 
unexpected activity. 

 
 How to prevent it:  Restrict access provided to contractors.  Perform due 

diligence on contractors.  Monitor expected access times. 
 

 



 Fraud: Loan Fraud 
 
 What is it?: Can be throughout the loan process: 

identity theft, false documentation. 
 
 How to detect it: Be alert for misaligned information – 

SSN issued date vs. age of applicant.  Unusual or 
suspicious activity by the applicant.  Unusual or 
suspicious documents. 

 
 How to prevent it: Obtain additional supporting 

documentation.  Be alert for telltale signs of 
deception.  Investigate red flags (red flag policy and 
procedures???) 
 



 Fraud:  Loan Fraud 
 
 What is it?:  Loans to individuals with no intention of 

repayment. Loan officer takes kickbacks. 
 
 How to detect it: Analyze delinquencies by loan officer.  

Monitor file maintenance reports to identify due dates 
advanced without authorization. 

 
 How to prevent it: Segregation of duties.  Separate loan 

origination, approval, and disbursement.  If staff size is a 
concern, consider separating at least disbursement. (This 
assumes an applicant is properly identified at loan 
closing.)  Consider an independent QC process, ensuring 
all loans are selected from the system reports of new loans 
(reviewing for proper approval and documentation). 
 



 Fraud:  Call Center Fraud 
 
 What is it?: Fraudulent call center phone numbers set up, with numbers 

one digit off from the CU’s actual number – hoping for a misdial.  Once 
they receive a call, members provide confidential information (account 
numbers, SSNs, credit card information) to the fraudulent call centers, in 
exchange for a gift or prize. 

 
 How to detect it:  Be alert for complaints from members – prizes not 

received, complaints about unknown personnel, etc. 
 
 How to prevent it: Educate members to dial carefully.  Consider buying 

phone numbers surrounding the CU’s actual call center number, or 
expected phone number of misdials. 
 

 Newer twist on the old spoofed website scam.  Caller ID can also be 
spoofed, to make a call appear to be coming from someplace it isn’t. 
 



 Fraud: Elder abuse 

 

 What is it?: Taking advantage of an elderly person.  
Possibly confused, lonely, seen as an easy target. 

 

 How to detect it: Monitoring for suspicious 
transactions or changes in member habits.  Older 
member adding unknown person to their accounts. 

 

 How to prevent it: Educate members and employees. 

 

 Too many cases to select just one to discuss. 

 



 Fraud: After-hours cleaners 

 

 What is it?: Unsupervised access leads to missing 
assets/information. 

 

 How to detect it:  Train employees to be aware of 
signs of unauthorized access. 

 

 How to prevent it:  Clean desk policy.  All 
assets/information should be secured.  Shred 
collection bins at employees’ desks emptied 
nightly?  Bulk bin secured?   

 



 Fraud: A custodian at USF FCU (Tampa, Florida) stole 
member information, made fake IDs, and used them 
to transfer funds to his personal account at USF. 

 

 What is it?: Custodian steals member information, 
uses it to create fake IDs, steals member funds. 

 

 How to detect it:  Watch for unusual or suspicious 
activity. 

 

 How to prevent it: Secure all confidential member 
information.  Train employees to identify fraudulent 
documents (fake IDs). 

 

 



 Fraud: Unauthorized payments. Former 
President/CEO of Riverview CU (Belpre, Ohio) stole 
between $20k and $40k. 

 

 What is it?: Payments for non-CU expenses. 

 

 How to detect it: Independent review of expenses. 

 

 How to prevent it:  Independent review of expenses 
prior to payment.  Review of receipts submitted for 
accuracy and CU purpose.  Scrutinize budgets and 
monthly budget comparisons. 

 

 



 Fraud: Teller theft. Copoco Community CU (Bay City 
Michigan) – a teller stole $91,346 from her teller 
drawer over a period of approximately 2 years. 

 

 What is it?: Theft from a cash supply. 

 

 How to detect it: Surprise, unannounced, documented 
cash audits. 

 

 How to prevent it: Surprise, unannounced, 
documented cash audits.  No hold-over checks.  
Possible review of last few transactions prior to the 
audit. 

 

 



 Fraud: Fraud using email. While not a CU, Scoular Co. (Omaha 
Nebraska) lost $17 million when an accountant received an email 
from his “boss” through an unfamiliar email address, regarding a 
“confidential operation”, instructing him to wire funds to a 
Chinese bank account. 

 
 What is it?: Emails used to facilitate fraudulent transactions. 
 
 How to detect it: If it seems odd, it probably is. 
 
 How to prevent it:  Train and empower employees to question 

the authenticity of unusual requests. 
 
 Could a fraudulent CU transfer happen through the wire transfer 

function at your CU? at your CU? 



 Fraud:  Check Fraud.  Along Rt. 95, from NY to Washington DC, 
fraudsters targeted young college age women spending time in 
shopping malls.  Fooled the victims into providing debit card access 
numbers and access to their accounts.  They then deposited bogus 
checks into legitimate accounts, and immediately withdrew the funds.  
Total loss of approximately $600k.  Many victims had been coached to 
tell investigators that their debit cards  (with the PIN written on the card) 
had been stolen. 

 
 What is it?: Thieves convince “innocent” members to disclose account 

information, deposit bogus checks, then withdraw funds. 
 
 How to detect it: review kiting reports, scrutinize checks presented for 

deposit. Verify funds if possible. 
 
 How to prevent it:  Place check holds per policy.  Review reports to 

identify suspicious patterns of activity. 
  
 What’s wrong with this picture??? 

 
 



 The “victims” knew they were doing 
something fraudulent, and hoped to gain 
from it. 

 



  A head teller’s cash drawer is short $100. An 
audit and a search of the area do not turn up 
the missing funds.  Later, the $100 
mysteriously reappeared.  Management 
looked at the security video and saw a teller 
(not the head teller) in the general area.  
Upon interviewing the teller, it was found the 
teller was disgruntled because the head teller 
had reduced the teller’s hours.   

  - continued 



 Revenge is sweet, until you get fired. 

 

 

 

 

 

 

 
- continued 



 How did the teller get access to the head 
teller’s cash? 

 



 Supervisory Committee cash counts always 
balanced, going back years. 

 

 Large cash shortage discovered in main vault by 
external auditors.  Review of SC cash count 
records seems strange, in light of the shortage. 

 

 Auditors show the count documentation to the 
SC, showing the difference between the counted 
cash and the system report.  The SC’s question? 

 
-  continued 



 What’s that report!!??? 

 

 Auditor explains it is the system report 
detailing what should be in the main vault.  
“We’ve never seen that report!! 

 

 Auditor – “what do you balance to??” 

 
-  continued 



 SC – when we call the head teller to tell her 
we are coming, she gets a nice handwritten 
summary of the cash ready for us.  Balances 
every time. 

 

 Be sure volunteers are properly trained for 
the jobs they are performing. 

 



 While working on some closed accounts, an auditor 
notices the account opening documents are missing – 
there is no signature card, no ID on file, no OFAC, etc. 

 

 Auditor notices the employee that closed the account is 
the same employee that opened the account. 

 

 When asked about this account, the employee states 
they have no recollection of opening or closing this 
account. 

 

- continued 



 What could be wrong?   
◦ Employee left workstation unattended. 

◦ Employee shared logon information with another, or 
left the logon information unsecured. 

◦ Password obtained by another and used without 
authorization. 

 

 Controls should be in place to cover these 
factors. 

 
-  continued 



 What do I think happened?   



 Fraud: IT manager exploiting the lack of technical expertise of 
Management and bought unnecessary equipment. 
 

 What is it?: IT Manager purchasing and reselling equipment for 
their own gain. 
 

 How to detect it:   excessive spending in IT;  unusual behavior; 
discrepancies in inventory counts (if they are done) 
 

 How to prevent it: inventory of equipment be maintained and 
periodically counted independent of IT; setting IT strategic plans 
and budgets; asking questions and understanding what is 
actually being purchased and why it is needed;  frequent reviews 
of budget to actual;  consider discussing with someone 
knowledgeable in IT (IT professional who sits on the Technology 
Committee?).  
 

-  continued 

 



 What did he do with the money, you ask?  The 
usual – cars, meals, college tuition, jewelry, 
and … 



Michael P. Moreau, CIA, CFE, CFSA, Manager, Credit Union Services 

Macpage LLC 

225 Cedar Hill Street 

Suite 200 

Marlborough, MA 01752 

800-339-5701 | main 

978-760-0195 | cell 

207-774-7835 | fax 

macpage.com  

Serving Credit Unions in the Northeast with financial statement audits, IT audits, compliance and benefit 
plan audits, and consulting. 
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 Macpage LLC provides integrated professional 
services to approximately 75 credit unions 
throughout the Northeast.  Some of the services we 
offer include: 

 
◦ Annual financial statement audit 
◦ Supervisory Committee exams 
◦ Internal audit outsourcing and co-sourcing 
◦ Compliance exams (BSA, ACH, Safe Act, etc.) 
◦ 401k audit 
◦ IT general control review 
◦ IT risk assessments 
◦ Service Organization Control (SOC) exams 

 
 


